The substitution box (S-box) 
Introduction
Since the advantageous properties such as the ergodic, mixing and random-like behavior of chaos in constructing cryptosystems, the design of chaos-based cipher using chaos has attracted a great deal of attention over the past years [1] [2] [3] [4] [5] [6] [7] . In the meanwhile, as the substitution boxes (S-boxes) are core and only nonlinear component of block cryptosystems, recent research shows that it is a promising direction to use chaos to design S-boxes. Tang and Liao et al [8] presented a method to obtain cryptographically strong dynamic S-boxes based on the iterating discretized chaotic map. Fatih [9] presented a design methodology for S-Boxes based on continuous-time chaotic Lorenz system. Wang et al [10] presented a method for designing S-boxes based on chaotic neural network which has sixteen and eight neurons in two layers. After that, Wang et al [11] studied a novel method to design S-box using chaotic map and genetic algorithm, where the problem of constructing S-box was transformed to a traveling salesman problem. In [12] , Xu et al proposed a new method to obtain cryptographically strong S-boxes based on spatiotemporal chaotic system, in which the discretized Baker map and affine transformation are used orderly by an algorithm to shuffle the table generated by the spatiotemporal chaotic system.
In this paper, a novel method for generating dynamical key-dependent S-boxes based on iterating a four-dimensional hyperchaotic Chen system is presented. One of the main motivations for using hyperchaos is that we want to achieve a more sophisticated chaotic sequence to generate the S-box.
The remaining part of the paper is organized as follows. The several cryptographic properties that are required to design a "good" S-box are firstly described. Then, a novel method for generating dynamical key-dependent S-box is presented. Following that, theoretical analyses and simulation test are provided. Finally, conclusions are drawn.
Bijection property
For an S-box, the following method is presented to check the bijective property [4] . The boolean function
where (2 ) n GF   and x   denotes the dot-product of x and  .
Strict avalanche criterion (sac)
In [6] , the dependence matrix is constructed to ascertain whether a given S-box satisfies the strict avalanche criterion. If an S-box is said to satisfy the SAC, each of the output bits should change with a probability of one half whenever a single input bit is complemented. It is expected that the mean value of the dependence matrix is close to one half if the S-box satisfies the SAC.
Output bit independence criterion (bic)
The output bit independence is another important property that should be satisfied for S-boxes. This criterion is firstly presented by Webster and Tavares [14] and means that all avalanche variable couples must be independent for the set of avalanche vectors generated by the inverse of the bits of a single plaintext [9] . Assume the boolean functions in the 8 8
should also satisfy nonlinearity and SAC.
Differential approximation probability
For a S-box, it should ideally have differential uniformity, which means that an input differential x  should uniquely map to an output differential y  , thereby ensuring a uniform mapping probability for each x . The differential approximation probability is a measure for differential uniformity and is defined as [15] 0,
where X is the set of all possible input values, and 2 n is the number of its elements.
The method of designing s-boxes

Hyperchaotic chen system
Compared with the simple chaotic map, a hyperchaotic system has stronger spatiotemporal complexity and mixture property because of having more than one positive Lyapunov exponent. The inherent merits of hyperchaos form the solid theoretical foundation for excellent S-boxes construction.
Research results in [16, 17] indicate that Chen system is a three-order system which can be easily implemented by circuits, and has better three-dimensional dynamical properties in phase space than Lorenz system and Chua's system. Chen system is described by the following system of differential equations [18] : (
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where ( , ,
x y z ) are the state variables, and ( , , a b c ) are control parameters, and when 35 a  , 28 b  , 3 c  , the system is chaotic. By introducing a nonlinear feedback controller to the first equation of system (5), the following hyperchaotic system (6) is obtained:
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where ( , , ,
x y z u ) are the state variables, and ( , , , ,
, the system (6) is chaotic, and when 35
, is hyperchaotic. In [19] , the author show that the system (6) has a hyperchaotic attractor with two positive Lyapunov exponents 1 0.56
. The hyperchaotic attractors with initial conditions (0.35, 0.35, 0.35, 0.35) are shown in Figure 1 (a) -(f) . The results show that the system (6) has a strong ability of generating complex hyperchaotic attractors via some simple control inputs. We believe that the Sboxes generated by using the hyperchaotic system (6) should have the desirable cryptographic properties. 
Description of designing key-dependent 8x8 s-boxes
In this section, we present an approach to construct 8 8  S-box with a 64-bits key. Firstly, the secret key is mapped to the initial condition and control parameter for the hyperchaotic system (6) ; secondly, iterate the system (6) to generate a hyperchaotic sequence which is subsequently used to construct the S-box. In the system (6), we make sure that parameter r is located within (0.085, 0.798) to obtain hyperchaotic sequences. The detail description of designing S-box is as follows:
Step 1. Randomly given a 64-bits key x y z u and parameter r of the system (6) :
means cyclic left-shift and right-shift by g bits of W , respectively. Besides, the iteration times of the system (6) from the initial value is defined as:
Step 2. Define an integer array S with no items in its initial state.
Step 3. Iterate the system (6) for N times from the initial value 0 0 0 0 ( , , , ) x y z u by using fourthorder Runge-Kutta methods. Here, to avoid the transient effect, the first 50 iterations are considered.
Step 4. Assume ( , , , )
x y z u denotes the N -th iteration value of the system (6), and let As we know, the chaotic system (6) is extremely sensitive to the initial values and control parameters which are determined by the secret key. Hence, a great deal of completely different S-boxes can be generated with a tiny change in the secret key.
Properties analysis of the s-boxes
In this section, we construct a key-dependent S-box with a random key1 "Pg4fvT8n". According to the algorithm described in above section, an 8 8  S-box is generated and shown in Table 1 . Then, we randomly select 200 different keys to obtain 200 S-boxes and the properties test results are as follows:
(1) All the S-boxes are bijective.
(2) Maximum, minimum and mean nonlinearity of the S-boxes is 110, 92 and 103.47, respectively (please see Figure 2 ). Especially, of the 93.00% of the S-boxes whose nonlinearity are among [100, 108], only 2.00% are among [92, 95] , indicating that most of the S-boxes have a high nonlinearity property. Table 1 is calculated by using the method proposed in [14] and shown in the following, the mean value is 0.4990. (5) Most of the maximum values of f DP are smaller than 5%, indicating that these S-boxes can resist the differential cryptanalysis to some extent.
(6) In order to investigate the S-box's sensitivity to the secret keys, the correlation coefficients between the S-boxes with key1 and key2 are calculated. In here, key1 is set to "Pg4fvT8n" and key2 is set to "Qg4fvT8n", where only the first letter 'P' of key1 is changed to 'Q'. The S-boxes generated by key1 and key2 are shown in Table 1 and Table 2 , respectively, and the correlation coefficient between them is -0.0157, indicating that the S-boxes are very sensitive to the keys. 
Conclusion
S-box is a very important component of block cipher. In this paper, a novel method for generating dynamical key-dependent S-boxes based on hyperchaotic Chen system is presented. The results of numerical analysis on these S-boxes have shown that all the cryptographic properties such as bijection, nonlinearity, SAC, BIC and differential approximation probability for a strong S-box are approximately fulfilled, and the S-box's sensitivity to the secret key is also satisfied. Furthermore, since a great deal of S-boxes can be obtained easily by the presented method, it is also suitable for designing block cipher with dynamical S-boxes.
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